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The Watermill Theatre Privacy Policy 
 
We are committed to protecting your personal information and to being transparent about the 
information we hold about you. Using personal information allows us to develop a better 
understanding of our patrons, and in turn allows us to provide you with relevant and timely 
information about the work that we do, both on and off stage. Personal information also helps 
us as a charity to engage with current and potential donors.  
 
The purpose of this policy is to give you a clear explanation about how and why we are using 
your personal information. This privacy policy is available on our website and from The 
Watermill Theatre Box Office. Electronic and accessible formats can be requested by emailing 
admin@watermill.org.uk or by calling 01635 45834. 
 
This policy explains: 
 
1. Who we are 
2. What personal information we collect from you 
3. Whether you need to provide personal information 
4. How we use your personal information 
5. How we keep your personal information safe   
6. How long we keep your personal information 
7. Your rights to your personal information  
8. Notifications of changes to our privacy policy  
9. How to update your personal information  
10. Contact details and further information 
 
 
1. Who we are  
The Watermill Theatre Ltd. is an arts charity registered in England and Wales, number 261430. 
The theatre is funded by Arts Council England and also receives funding from trusts, 
foundations, individuals and corporate organisations. On average, 84% of our income is 
generated through direct theatre activities including tickets sales, restaurant revenue and 
fundraising activities. 
 
2. What personal information we collect from you 
The Watermill Theatre may use the personal information that you provide to keep you informed 
about our artistic programme, opportunities to take part in our activities and ways to support 
the theatre through a donation. We will store your personal information securely and use it in 
accordance with the General Data Protection Regulation (GDPR) 2018 and the Privacy and 
Electronic Communication Regulations (PECR) 2012.   
 

mailto:admin@watermill.org.uk
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Information collected from you 
We aim to be clear when we collect your personal information and to use it in ways that you 
would reasonably expect us to do so. We will collect your personal information including for 
example, your name, address, telephone number and email address when you:  
 

• Book for a show, event or activity 
• Make a donation through the Box Office, online, in person or via post 

• Become a Friend of The Watermill or become a Benefactor or Watermill Circle member  
• Join our mailing list   
• Make changes to how we contact you or update your interests 
• Complete a survey giving feedback about your experience of The Watermill 
• Book a table in our restaurant 
• Make a booking or an enquiry about an Outreach activity 

 
In some circumstances we may ask for photographic consent and we will keep this linked to 
your booking in the case of outreach activities. 
 
Information about your interaction with us 
We keep a record of your booking history and, if relevant, your donation history on our secure 
ticketing, marketing and fundraising system, Spektrix. When you visit our website or book an 
event, we collect information about your interaction with us. When we send you a mailing by 
post or email we store a record of this and for email communication, we keep a record of what 
emails you have opened, and which links you have clicked.  
 
 
Information from other organisations 
We occasionally check your personal information against records held by other organisations 
which allow us to verify the information we use. For instance, we run regular “deceased and 
address unknown” checks to ensure that our mailings reach our intended audience and to keep 
costs as low as possible. 
 
We also use information from online sources including: 
 

• Social media including Facebook and Instagram; for targeted advertising. 
• Google Analytics; to understand how you use our website. 

• Website cookies; our website uses cookies to distinguish you from other users. This helps 
us to provide you with a good experience when you visit our website and also allows us 
to improve our site. For detailed information on the cookies we use and the purposes for 
which we use them please see our cookie policy. 

• DotMailer; to send you email communications.   
 

https://www.watermill.org.uk/cookie_policy
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Occasionally, we share anonymous demographic information with external organisations such 
as Arts Council England and the Audience Agency. This information may be derived from your 
personal information but is not considered personal information in law as this information does 
not reveal your identity.  
 
 
Sensitive information 
The Watermill recognises that certain categories of personal information are sensitive. For 
example, health information, gender, race, religious beliefs and political opinions. We do not 
usually collect this information about our patrons unless there is a clear reason for doing so. For 
example, to keep an audience member or participant safe whilst being involved in a Watermill 
Theatre activity. Patrons must confirm that they are 16 years or over to buy a ticket or make a 
donation, create an account or join our mailing list. 
 
We collect and store data for under 16s and adults at risk who participate in our Outreach 
programme, which includes sensitive information. We obtain consent from the parent/carer of 
the participant before collecting this data. When a young person reaches 16, consent is sought 
from the individual where appropriate. 
 
3. Whether you need to provide personal information 
 
You are not legally obliged to provide The Watermill with your personal information. However, if 
we do not have this information it may affect our ability to provide the service or contract 
requested. For example, if we do not have your contact details, we may not be able to inform 
you if a performance is cancelled.  
 
4. How we use your personal information 
Most commonly, we will use your personal information in the following circumstances: 
 

•   Where we need to perform the contract that we are about to enter or have entered into 
with you. 

•   Where we have your consent before using your personal information in that specific 
situation. Generally, we do not rely on consent as a legal basis for processing your 
personal information, but where consent has been given, you have the right to withdraw 
it at any time by contacting us using the details at the end of this policy. 

• Where we have a legitimate interest to do so and provided that your interests and 
fundamental rights do not override the interests of The Watermill Theatre. 

• Where we need to comply with a legal or regulatory obligation. 
 

For the performance of a contract  

When you make a purchase, you are entering into a contract with The Watermill Theatre. To 
fulfil this contract, we will collect, process and securely store your personal information to 
complete your booking. We will use this to keep you informed about essential information 

https://www.artscouncil.org.uk/
https://www.theaudienceagency.org/
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related to your transaction. This might include notification of a change to the programmed 
events or issues processing payment. We will also provide a booking confirmation by email 
where an email address has been provided.  
 
If you participate in Outreach sessions, workshops or events, we ask for additional personal 
sensitive information including for example, medical information and emergency contact details. 
We do this to ensure that staff are aware of any specific needs of participants and so that we 
can quickly contact relevant people in the case of an emergency. 
 
Consent 
There will be circumstances when we will ask for your consent before using your personal 
information. We will obtain your consent before:  
 

•   Sending marketing communications by email relating to shows, events and offers, dining 
and restaurant bookings, participatory opportunities and ways to support The Watermill 
Theatre.  

•   Sending marketing communications by SMS relating to shows, events and offers, dining 
and restaurant bookings, participatory opportunities and ways to support The Watermill 
Theatre.  

•   Claiming Gift Aid on a donation you have made to The Watermill Theatre. 
•   Processing data relating to children (under 18’s) and vulnerable adults for Outreach 

workshops, in line with our safeguarding policy. To request a copy of our safeguarding 
policy please call 01635 45834 or email admin@watermill.org.uk. 

 
In circumstances where we are relying on your consent to process your personal information, 
you have the right to withdraw your consent at any time. This will not affect the lawfulness of 
any processing carried out before you withdraw your consent. If you withdraw your consent, we 
may not be able to provide certain products or services to you. We will advise you if this is the 
case at the time you withdraw your consent. 
 
Legitimate interest 
In certain situations, we collect and process information for purposes that are in our legitimate 
organisational interest. We will always consider the impact on our customers and will use your 
personal information only in ways that you might reasonably expect us to do so.  
 
We will use legitimate interest as our legal basis to process your personal information in the 
following situations: 
  

•   To send you information by post about shows, events and offers, dining and restaurant 
bookings, participatory opportunities and ways to support The Watermill Theatre that 
we think you may be interested in, based on your interests, preferences and booking 
history. You can opt out of receiving this information at any time by contacting us using 
the details at the end of this policy or by logging into your account and selecting ‘go 
paperless’ in the contact preferences section. 

mailto:admin@watermill.org.uk
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•   To share anonymous information to report to our funders and the Audience Agency.  
•   To analyse survey responses which help us to improve the experience of The Watermill.  
•   To segment our database so that you receive the information that is most appropriate to 

you, and for the purposes of internal reporting and analysis. We will use your 
transactions and donation history as well as any interests you have specified to help do 
this. 

 
Legal obligations 
We may be required to disclose personal information to comply with the law or to enforce our 
legal right. 
 
 
Fundraising 
As a registered charity, The Watermill Theatre is a member of the Fundraising Regulator and 
follows its Code of Fundraising Practice. We are committed to being legal, open, honest and 
respectful in our fundraising activity.   
 
Under our legitimate organisational interest, we may contact you by post to seek your support 
for our philanthropic priorities. This contact will not be more frequent than once per month and 
you are able to opt out at any time by using the contact details at the end of this policy or by 
logging into your account and selecting ‘go paperless’ in the contact preferences section. 
 
If you have given consent to email communications, we may contact you to seek your financial 
support. Click here to read our Fundraising Code of Conduct which outlines how we 
communicate with and respect our donors and supporters. 

 
If you are a supporter/contact of The Watermill through a Trust, Foundation, Sponsorship or 
our Corporate Club membership scheme we will use our legitimate organisational interest to 
keep in touch with you via email as a ‘corporate subscriber’. These tailored fundraising emails 
may include invitations to special events and performances, information on new fundraising 
campaigns, and news on other ways in which to support The Watermill. You can opt out of 
receiving this information at any time by emailing development@watermill.org.uk  
  
If a donation is made online, we will thank you for your donation by return email.  We will not 
contact you via email about any other fundraising opportunity unless you have given us consent 
to do so.   
 
If a donation is made in any other way, we will thank you for your donation as you would 
reasonably expect us to do so. For example, if a donation is sent via post with a covering letter 
giving your personal details we will use this information to thank you by return post.   

 
Friends of The Watermill 
  

https://www.watermill.org.uk/uploads/FundraisingCodeofConductWatermillMay2018.pdf
mailto:development@watermill.org.uk
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If you support the theatre as a Friend of The Watermill we will contact you to fulfil the terms of 
your membership. You will receive information about upcoming shows eligible for priority 
booking, as well as receiving the regular events leaflet.     
  
 
5. How we keep your personal information safe  
Our procedures and the technology we use have appropriate safeguards in place to keep 
information as secure as possible.  
 
Personal information is stored in our secure ticketing, marketing and fundraising system, 
Spektrix. Spektrix are industry specialists and have high-level security measures in place. Their 
servers are in a tier IV data centre in the UK with 24/7 onsite security and tightly restricted 
access control.  
 
Access to customer information is strictly controlled. The Spektrix system can only be accessed 
by Watermill staff who need it to do their job and Spektrix staff when instructed by The 
Watermill for service support. Certain information, for example some sensitive information is 
additionally controlled and is only accessible to members of staff who have reason to work with 
it. All staff are required to adhere to current data protection legislations in line with The 
Watermill’s data protection policy and are subject to a duty of confidentiality.   
 
If you use your credit or debit card to purchase from us or to make a donation, we will ensure 
that this is carried out securely and in accordance with the Payment Card Industry Data 
Security Standard (PCI-DSS). 
 
We optionally allow you to store your card details for use in a future transaction. This is carried 
out in compliance with PCI-DSS and in a way where none of our staff members are able to see 
your full card number. We never store your 3 or 4 digit security code. 
Our Finance data is secured via a managed hosting service delivered by Advanced. All Managed 
Hosting services are delivered exclusively from Data Centre facilities in England. Customer data 
is not transferred or stored outside of these facilities. 

Advanced’s internal networks are segregated to restrict access to areas of the networks that 
contain sensitive data, with RBAC (Role Based Access Control) further restricting access to specific 
individuals within certain roles. Advanced deploys market leading next generation firewall 
appliances to protect the Private Cloud environment from malicious attack. 
Network devices are managed within a secure management network and servers are secured by 
firewalls. In both instances SSL/TLS secure encryption protocols are used.  
 

Remaining data is stored and accessed from our Microsoft Office 365 tenancy, using a selection 
of SharePoint Online, OneDrive and Office 365 applications. This data is secured and replicated 
across the highly resilient Microsoft Data Centre Network in the UK region, ensuring that the 
highest standards of data security are in place.  
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We will not transfer, process or store your personal information anywhere that is outside of the 
European Economic Area, unless we have a contractual agreement in place that is of an 
equivalent standard to GDPR. 
 
We occasionally employ other organisations to help fulfil our activities and agreed 
communication with you. For example, we work with a mailing company to send out our bi-
annual season brochure. When we do this, we will only give authority for the personal 
information to be used for the purpose it has been provided for. We will ensure that any third 
parties have safeguards in place to keep your personal information secure.  
 
 
6. How long we keep your personal information 
We store personal information for as long as it is necessary to fulfil the purposes we collected it 
for, including for the purposes of legal, accounting, reporting or booking requirements. We 
store your personal information so that any subsequent purchases or bookings can be linked 
back to the record that we hold for you on our system.  
 
We retain personal information based on the nature, sensitivity and purpose the personal 
information was collected for. Any objections you make to how we use your personal 
information will be stored against your record on our system so that we can comply with your 
requests. 
  
We will review our data retention processes regularly. 
 
7. Your rights to your personal information  
You have the right to: 

• Request a copy of personal information held about you 
• Request that inaccuracies be corrected 
• Request us to stop using your personal information 
• Withdraw consent 
• Submit a complaint to the Information Commissioner’s Office or the Fundraising Regulator 

 
There is no fee for you to exercise any of these rights.  
 
If you choose to exercise any of these rights, we may need to request certain information from 
you to help us confirm your identity. This is a security measure to ensure that personal 
information is not shared with anyone without the right to receive it. 
 
We aim to carry out all requests within one month. Occasionally it may take us longer than a 
month if your request is particularly complex. In this case, we will notify you. 
 
 
8. Notifications of changes to our privacy policy 
This privacy policy may change from time to time. We will notify you of any fundamental 
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changes to this policy where you would reasonably expect to be informed. Please visit the 
website for our most up-to-date policy or send a stamped addressed envelope to the address at 
the end of this policy to receive a paper copy. 
 
9. Updating your personal information   
To change any of the information we hold about you or to make changes to the way we contact 
you, please log in to your account on www.watermill.org.uk, email admin@watermill.org.uk or 
write to us using the contact details below. 
 
 
10.  Contact details and further information 
If you have questions about any aspect of this privacy policy, please contact us by: 
 
Emailing: admin@watermill.org.uk  
Please mark your email for the attention of the Data Support Officer. 
 
Writing to:  Data Support  
  The Watermill Theatre  
  Bagnor 
  Newbury  
  Berkshire  
  RG20 8AE 
 
Privacy policy effective from 25 May 2018 
 
 

 

http://www.watermill.org.uk/
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